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7) JavaScript 1% 4%

JavaScript .25 %% HH XMLHttpRequest fi.%5 25 1
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XMLHttpRequest™ 1 FileReader* 1% & 44 1~ B8 %k
1 JavaScript AR . i, XMLHttpRequest 3
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2) ifciERE 75 HTML Ui then
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HERN AT GPIR 6)). proxy_ decryption PREE
EFS T O A L A7 e AR SR D e O
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WA . BT RS AEESY JavaScript A5 &
GARNRE, X P IVESR BRI 74 B IR 3R AR,
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R BRI IX HIFE T XMLHttpRequest APT p& £
XF GRS BOHE N 44345 1 Blob. File
FormData. ArrayBuffer % 7~. K, CloudCrypt
B ERANGREM AR, EFAMKIEK
(RO P G2, BETTT SR 2 S ) S
PEVER . B 2 A0S v BefiiiR 1 CloudCrypt 25 133
FEF 43 M H R % B XMLHttpRequest API 441 B (.

@1. var xhr = XMLHttpRequest();

02. // new a original XMLHttpRequest object
3. var NativeXMLHttp = XMLHttpRequest;

04.  XHookHttpRequest = function () {

05. // hooked method and member

06. }

7. XMLHttpRequest = XHookHttpRequest;

@8.  var newxhr = XMLHttpRequest();

89. | // new a hooked XMLHttpRequest object

K 2 JavaScript .25 2308 A B
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FAFAEAE TPM.
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public key infrastructure) POVZE A% 5t 2R b FH AT sk
W HIRAE B, X A7 A R = B R
Ht . A T B F PKIT, AR T IBE (identity-
based encryption) P7HLHI{# Alice T LA B Bob
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I =TT REH A
3.6 BEXHRRELALIH
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BESCREAR R LG O R R AR BN R RTINSO AR IR
FFID' o

I 7 CloudCrypt ffHIINE SCRIFRIRFF ID' [1)
ARG B ¢ KA R, AR EIR RN E SRS D' .

A m AR, B D, & A n DN REEE
(W wy,eow, ) —IRET ) I RS 7R N &
A, BAKREZIFIKEN |, G KT w X
B R G BIHER KN [D(w,)| > — IR R 5 E A
HIRBE T NN W, |+ A SRR SHEIHER B
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M HER 51075, ik, PESE Rk &
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FEBIR O(mwl®) , Horp e NI RS . W3R 2 FioR,
PESE BVELE A A R 5 FFPATIE 484,
AR E RN, @Ryl MRS
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AT E STHE CloudCrypt R4 SLHLS L 461F
g R, o F BN EME ML 5 M SN
FH IR PEY CloudCrypt 51 NFIEIANT4Y. PESE
SRS SO R D RE A R T ITH 5 R MR R
LSS 2 B FH Dy R (1) 52 o
4.1 CloudCrypt &L

AR CloudCrypt £ 4t EL7E 2 F A iR s
brilH, J54:% B CloudCrypt JF¥i. CloudCrypt
RHET SquidPISEBL, P Squid 2R
HTTP/HTTPS/FTP S WM IR A B A7 P 5% . M
JavaScript fl %% #% /& & T XMLHttpRequest F1
FileReader #% 152 . CloudCrypt X CTR #ix
(¥) AES h e fin 2 LD SR USSR T In 2
CTR U AES I Sk R W S0 5 % 0K
FEAHTR o JavaScript 0545 HH R A 1 7 3H A8 S LAY
JavaScript % Bk (SICL, Stanford JavaScript
Crypto Library) PUEEAT AR . 8 K 5 4k R
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